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HLL LIFECARE LIMITED 

(A Government of India Enterprise) 
Corporate and Registered, Poojappura.P.O,  
Thiruvananthapuram – 695012, Kerala, India 

Phn: 0471- 2354949, 2775601 

 

NOTICE INVITING TENDER (NIT) 

IFB No: HLL/CHO/IT/NGFW/2024 30-10-2024 

To, 
_____________________________ 
_____________________________ 
 
 
Dear Sir, 
 
HLL Lifecare Limited (HLL) a Govt. of India Enterprise under the Ministry of Health 

and Family Welfare invites proposals for Supply, Installation and Configuration of 

NGFW Appliances under buyback scheme. More details on the services are 

provided in the Schedule of Requirements. 

 

Bid documents can be downloaded free of cost from the Government e-procurement 

portal (URL: https://etenders.gov.in/eprocure/app). All Corrigendum/extension 

regarding this e-tender shall be uploaded on this portal i.e., 

https://etenders.gov.in/eprocure/app and shall not be available elsewhere. 

 

You are requested to go through the document carefully and submit your proposals 

as per the instructions and guidelines given in the tender document.  

 
Yours sincerely, 
 
Associate Vice President (IT), 
HLL Lifecare Limited, Corporate and Registered office, 
HLL Bhavan, Poojappura P.O, 
Thiruvananthapuram, Kerala -695012 
Phone No: – 0471-2775500, 2354949. 
 
 
 
 
 
 

https://etenders.gov.in/eprocure/app
https://etenders.gov.in/eprocure/app
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Important Information 
 

Sl 
No 

Particulars Description 

1 Tender Inviting Authority HLL Lifecare Limited 

2 Office Address 

HLL Lifecare Limited 
Corporate and Registered Office 
HLL Bhavan, Poojappura P.O 
Thiruvananthapuram, Kerala 695012 

3 RFP/ Bid Number HLL/CHO/IT/NGFW/2024 

4 Name of work 
Supply, Installation and Configuration of NGFW 
Appliances under buyback scheme 

5 Bid Security/EMD 

Rs.1,00,000/-  
(Rupees One Lakh only) 
(Note: In case of MSE or Start-up who are eligible 
for EMD exemption should provide a Bid Security 
Declaration is to be attached in the format given 
in the tender). 

6 Eligibility criteria for Bidders As per the Tender document 

7 Bid submission start date  30th October 2024 

8 
Last date and time for online 
submission of bids 

19th November 2024 at 15:00 hrs. 

9 
Date and time of opening of  
e-tender 

20th November 2024 at 15.30 hrs. 

10 
HLL A/c details for payment of 
EMD  
(Payment mode: NEFT/RTGS) 

 
Name of Bank :   State Bank of India 
A/c number     :   10183256222 
IFSC Code      :   SBIN0004350 
Branch name  :   Commercial Branch, 

Thiruvananthapuram 
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Disclaimer 
 
The information contained in this document is confidential in nature. The bidders 

shall not share this information with any other party not connected with responding to 

this Tender Document.  All information contained in this Request for Proposal (RFP) 

provided / clarified are in good interest and faith. This is not an agreement and is not 

an offer or invitation to enter into an agreement of any kind with any party. 

 

The information contained in this Tender Document or subsequently provided to 

Bidder(s) whether verbally or in writing by or on behalf of HLL Lifecare Limited (HLL) 

shall be subject to the terms and conditions set out in this Tender Document and any 

other terms and conditions subject to which such information is provided. 

 

Though adequate care has been taken in the preparation of this RFP document, the 

interested firms shall satisfy themselves that the document is complete in all 

respects. The information is not intended to be exhaustive. Interested Bidders are 

required to make their own enquiries and assumptions wherever required. Intimation 

of discrepancy, if any, should be given to the specified office immediately. If no 

intimation is received by this office by the date mentioned in the document, it shall be 

deemed that the RFP document is complete in all respects and firms submitting their 

bids are satisfied that the RFP document is complete in all respects. 

 

If a bidder needs more information than what has been provided, the potential bidder 

is solely responsible to seek the information required from HLL. HLL reserves the 

right to provide such additional information at its sole discretion. In order to respond 

to the Bid, if required, and with the prior permission of HLL, each bidder may conduct 

his own study and analysis, as may be necessary. 

 

HLL Lifecare limited (HLL), Thiruvananthapuram reserves the right to reject any or all 

of the applications submitted in response to this RFP document at any stage without 

assigning any reasons whatsoever. HLL also reserves the right to withhold or 

withdraw the process at any stage with intimation to all who submitted the RFP 

Application. HLL reserves the right to change/modify/amend any or all of the 

provisions of this RFP document. Such changes would be posted on the e-portal of 
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Central Public Procurement Portal of Government of India i.e. 

https://etenders.gov.in/eprocure/app 

 

Neither HLL nor their employees and associates will have any liability to any 

prospective respondent interested to apply or any other person under the law of 

contract, to the principles of restitution or unjust enrichment or otherwise for any loss, 

expense or damage which may arise from or be incurred or suffered in connection 

with anything contained in this RFP document, any matter deemed to form part of 

this RFP document, the award of the Assignment, the information and any other 

information supplied by or on behalf of HLL or their employees and Bidder or 

otherwise arising in any way from the selection process for the Assignment. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://etenders.gov.in/eprocure/app


Page 7 of 68 

 
 

 
 
 
 
 
 

 
 
 
 
 

Part – I 
 

General Instructions to Bidders 
 

 

 

 

 

 

 

 

 

 

 

 

 



Page 8 of 68 

General Instructions to Bidders 
 

1. This tender is an e-Tender and is being published online in Government e-

Procurement portal, https://etenders.gov.in/eprocure/app 
 

2. Bid documents including the Bill of Quantities (BoQ) can be downloaded free of 

cost from the Central Public Procurement Portal of Government of India (e-

portal). All Corrigendum/extension regarding this e-tender shall be uploaded on 

this website i.e. https://etenders.gov.in/eprocure/app. 
 

3. The tendering process is done online only at Government eProcurement portal 

(URL address:  https://etenders.gov.in/eprocure/app). Aspiring bidders may 

download and go through the tender document.  

4. All bid documents are to be submitted online only and in the designated 

cover(s)/envelope(s) on the Government eProcurement website. Tenders/bids 

shall be accepted only through online mode on the Government eProcurement 

website and no manual submission of the same shall be entertained. Late 

tenders will not be accepted. 

5. The complete bidding process is online. Bidders should be in possession of valid 

Digital Signature Certificate (DSC) of class II or above for online submission of 

bids. Prior to bidding DSC need to be registered on the website mentioned 

above. If the envelope is not digitally signed & encrypted the Purchaser shall not 

accept such open Bids for evaluation purpose and shall be treated as non-

responsive and rejected. 

6. Bidders are advised to go through “Bidder Manual Kit”, “System Settings” & 

“FAQ” links available on the login page of the e-Tender portal for guidelines, 

procedures & system requirements. In case of any technical difficulty, Bidders 

may contact the help desk numbers & email ids mentioned at the e-tender portal.  

7. Bidders are advised to visit CPPP website https://etenders.gov.in regularly to 

keep themselves updated, for any changes/modifications/any corrigendum in the 

Tender Enquiry Document.  

https://etenders.gov.in/eprocure/app
https://etenders.gov.in/eprocure/app
https://etenders.gov.in/
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8. The bidders are required to submit soft copies of their bids electronically on the 

CPP Portal, using valid Digital Signature Certificates. The instructions given 

below are meant to assist the bidders in registering on the CPP Portal, prepare 

their bids in accordance with the requirements and submitting their bids online on 

the Government eProcurement Portal.  

8.1 Registration 

a)  Bidders are required to register in the Government e-procurement portal, 

obtain ‘Login ID’ & ‘Password’ and go through the instructions available in the 

Home page after log in to the CPP Portal (URL: 

https://etenders.gov.in/eprocure/app), by clicking on the link “Online bidder 

Enrolment” on the CPP Portal which is free of charge. 

b)  As part of the enrolment process, the bidders will be required to choose a 

unique user name and assign a password for their accounts. 

c)  Bidders are advised to register their valid email address and mobile numbers 

as part of the registration process. These would be used for any 

communication from the CPP Portal. 

d)  They should also obtain Digital Signature Certificate (DSC) in parallel which is 

essentially required for submission of their application. The process normally 

takes 03 days’ time. The bidders are required to have class-2 digital certificate 

or above with both signing and encryption from the authorized digital 

signature Issuance Company. Please refer online portal i.e. - 

https://etenders.gov.in/eprocure/app for more details. 

e)  Upon enrolment, the bidders will be required to register their valid Digital 

Signature Certificate (Class II or above Certificates with signing key usage) 

issued by any Certifying Authority recognized by CCA India (e.g. Sify /nCode / 

eMudhra etc.), with their profile. 

f)  Bidder then logs in to the site through the secured log-in by entering their user 

ID/password and the password of the DSC / e-Token. 

https://etenders.gov.in/eprocure/app)
https://etenders.gov.in/eprocure/app
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g)  The Bidder intending to participate in the bid is required to register in the e-

tenders portal using his/her Login ID and attach his/her valid Digital Signature 

Certificate (DSC) to his/her unique Login ID. He/She has to submit the 

relevant information as asked for about the firm/contractor. The bidders, who 

submit their bids for this tender after digitally signing using their Digital 

Signature Certificate (DSC), accept that they have clearly understood and 

agreed the terms and conditions including all the Forms/Annexure of this 

tender. 

h)  Only those bidders having a valid and active registration, on the date of bid 

submission, shall submit bids online on the e-procurement portal. 

i)  Only one valid DSC should be registered by a bidder. Please note that the 

bidders are responsible to ensure that they do not lend their DSC’s to others 

which may lead to misuse. 

j)  Ineligible bidder or bidders who do not possess valid & active registration, on 

the date of bid submission, are strictly advised to refrain themselves from 

participating in this tender. 

8.2 Searching for Tender Documents 
 

a) There are various search options built in the CPP Portal, to facilitate bidders to 

search active tenders by several parameters. These parameters could include 

Tender ID, Organization Name, Form of Contract, Location, Date, Value etc. 

There is also an option of advanced search for tenders, wherein the bidders may 

combine a number of search parameters such as Organization 

b)  Once the bidders have selected the tenders they are interested in, they may 

download the required documents/tender schedules. These tenders can be 

moved to the respective ‘My Tenders’ folder. This would enable the CPP Portal 

to intimate the bidders through SMS/ e-mail in case there is any corrigendum 

issued to the tender document. 

c) The bidder should make a note of the unique Tender ID assigned to each tender, 

in case they want to obtain any clarification/help from the Helpdesk. 
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8.3 Preparation of Bids 

a)  Bidder should take into account any corrigendum published on the tender 

document before submitting their bids. 

b)  Please go through the tender document carefully to understand the documents 

required to be submitted as part of the bid. Please note the number of covers in 

which the bid documents have to be submitted, the number of documents - 

including the names and content of each of the document that need to be 

submitted. Any deviations from these may lead to rejection of the bid. 

c)  Bidder, in advance, should get ready the bid documents to be submitted as 

indicated in the tender document / schedule and generally, they can be in PDF / 

XLS / RAR /DWF/JPG formats. Bid documents may be scanned with 100 dpi 

with black and white option which helps in reducing size of the scanned 

document. 

d)  To avoid the time and effort required in uploading the same set of standard 

documents which are required to be submitted as a part of every bid, a 

provision of uploading such standard documents (e.g. PAN card copy, annual 

reports, auditor certificates etc.) has been provided to the bidders. Bidders can 

use “My Space” or ‘’Other Important Documents’’ area available to them to 

upload such documents. These documents may be directly submitted from the 

“My Space” area while submitting a bid, and need not be uploaded again and 

again. This will lead to a reduction in the time required for bid submission 

process. 

e)  Note: My Documents space is only a repository given to the Bidders to ease the 

uploading process. If Bidder has uploaded his Documents in My Documents 

space, this does not automatically ensure these Documents being part of 

Technical Bid. 

9. More information useful for submitting online bids on the CPP Portal may be 

obtained at https://etenders.gov.in/eprocure/app 

10. Tenderers are required to upload the digitally signed file of scanned documents. 

Bid documents may be scanned with 100 dpi with black and white option which 

helps in reducing size of the scanned document. Uploading application in location 

https://etenders.gov.in/eprocure/app
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other than specified above shall not be considered. Hard copy of application shall 

not be entertained. 

11. Any queries relating to the process of online bid submission or queries relating to 

CPP Portal in general may be directed to the 24x7 CPP Portal Helpdesk.  

The 24x7 Help Desk details are as below: -  

For any technical related queries please call at 24 x 7 Help Desk Number: 

0120-4001 062, 0120-4001 002, 0120-4001 005, 0120-6277 787  

Note:- International Bidders are requested to prefix +91 as country code 

  E-Mail Support: For any Issues or Clarifications relating to published tenders,  

  bidders are requested to contact the respective Tender Inviting Authority 

Technical - support-eproc@nic.in, Policy Related - cppp-doe@nic.in 

 

12. Bidders are requested to kindly mention the URL of the portal and Tender ID in 

the subject while emailing any issue along with the contact details. 

Any queries relating to the tender document and the terms and conditions contained 

therein should be addressed to the Tender Inviting Authority for a tender or the 

relevant contact person indicated in the tender. Address for communication and 

place of opening of bids: 

Associate Vice President (IT), 

HLL Lifecare Limited, Corporate and Registered office, 

HLL Bhavan, Poojappura P.O, 

Thiruvananthapuram, Kerala -695012 

Phone No: – 0471-2775500, 2354949. 

Email address: santhoshsj@lifecarehll.com 

 

13. The bids shall be opened online at the Office of the Associate Vice President 

(IT). If the tender opening date happens to be on a holiday or non-working day 

due to any other valid reason, the tender opening process will be done on the 

next working day at same time and place. 

14. More details can be had from the Office of the Associate Vice President (IT) 

during working hours. HLL shall not be responsible for any failure, malfunction or 

mailto:support-eproc@nic.in
mailto:cppp-doe@nic.in
mailto:santhoshsj@lifecarehll.com
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breakdown of the electronic system while downloading or uploading the 

documents by the Bidder during the e-procurement process. 

15. A bidder shall submit only one bid in the same bidding process. A Bidder who 

submits or participates in more than one bid will cause all the proposals in which 

the Bidder has participated to be disqualified. 

16. Joint ventures or Consortiums of bidders are not permitted. 

17. Online Tender process 

The tender process shall consist of following stages: 

i. Downloading of tender document: Tender document will be available for free 

download on Government e-procurement portal (URL: 

https://etenders.gov.in/eprocure/app).  

 

ii. Publishing of Corrigendum: All corrigenda shall be published on Government e-

procurement portal (URL: https://etenders.gov.in/eprocure/app) and shall not be 

available elsewhere. 

 

iii. Bid submission: Bidders have to submit their bids along with supporting 

documents to support their eligibility, as required in this tender document on 

Government e-procurement portal. No manual submission of bid is allowed and 

manual bids shall not be accepted under any circumstances.  

 

iv. Opening of Technical Bid and Financial Bids: The bids will be opened, evaluated 

and shortlisted as per eligibility and technical qualifications. All documents in 

support of technical qualifications shall be submitted (online). Failure to submit 

the documents online will attract disqualification.   

18. HLL Lifecare Limited does not bind themselves to accept the lowest or any bid or 

to give any reasons for their decisions which shall be final and binding on the 

bidders. 

https://etenders.gov.in/eprocure/app
https://etenders.gov.in/eprocure/app)
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19. HLL Lifecare Limited reserves to themselves the right of accepting the whole or 

any part of the tender and bidder shall be bound to perform the same at his 

quoted rates. 

20. In case, it is found during the evaluation or at any time before signing of the 

contract or after its execution and during the period of subsistence thereof, that 

one or more of the eligibility conditions have not been met by the bidder or the 

applicant has made material misrepresentation or has given any materially 

incorrect or false information, appropriate legal/penal etc., action shall be taken 

by HLL Lifecare Limited including but not limited to forfeiture of EMD, Security 

Deposit etc., as deemed fit by HLL Lifecare Limited. 

 

21. Conditional bids and bids not uploaded with appropriate/desired documents may 

be rejected out rightly and decision of HLL Lifecare Limited in this regard shall be 

final and binding. 

22. The bidder should comply with all statutory obligations in force and amended 

from time to time and HLL Lifecare Limited will not be held responsible in any 

manner whatsoever for any non-compliance of statutory obligations by the bidder. 

23. The technical bids should be uploaded as per the requirements of NIT and should 

not contain price information otherwise the bid will be rejected. 

24. HLL Lifecare Limited Ltd. reserves the right to verify the claims made by the 

bidders and to carry out the capability assessment of the bidders and the HLL 

Lifecare Limited’s decision shall be final in this regard. 

25. Submission Process:  

For submission of bids, all interested bidders have to register online as 

explained above in this document. After registration, bidders shall submit their 

Technical bid and Financial bid online on Government e-procurement portal 

(URL: https://etenders.gov.in/eprocure/app) along with tender document fees 

and EMD.  

Note:- It is necessary to click on “Freeze bid” link/ icon to complete the 

process of bid submission otherwise the bid will not get submitted 

online and the same shall not be available for viewing/ opening during 

bid opening process.  

https://etenders.gov.in/eprocure/app)
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General Conditions of Contract 

General conditions of contract are broad guidelines to be followed while formulating 

the bid and its submission to the Purchaser. It also describes the methodology for 

opening and evaluation of bids and consequent award of contract. 

 
1. DEFINITIONS 

In this Contract, the following words and expressions shall have the meanings as 

stated below: 

a. ‘Invitation for Bid’ shall mean and include the present document, and such 

other complements and agenda, which may subsequently be issued in this 

connection. 

b. ‘Bidder/Tenderer’ shall mean the person, firm or Corporation submitting a bid 

against this invitation for bid and shall also include his agents and 

representatives. 

c. ‘Purchaser/Owner’ shall mean HLL Lifecare Limited (HLL) 

(Thiruvananthapuram) or its units thereof. 

d. ‘Acceptance Letter'‚ shall mean written consent by a letter of purchaser/owner 

to the bidder intimating him that his tender has been accepted. 

e. ‘Date of Contract’‚ shall mean the date of issue of Notification of Award. 

f. ‘Contract Period’‚ shall mean the period specified in the tender 

documents during which the contract shall be executed. 

g. ‘Completion Certificate'‚ shall mean the certificate issued by   the 

purchaser/owner to the Bidder after successful completion of the project.  

h. ‘Supplier'‚ shall   mean the   successful  bidder whose tender has been accepted 

by the purchaser/owner and to whom the order is placed by the purchaser/owner 

and shall include his heirs, legal representatives, successors etc. 

i. ‘Personnel’ means professional and support staff provided by the bidder 
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j. ‘Third Party’ means any person or entity other than the HLL and the Bidder 

k. ‘Maintenance’ shall mean and include ongoing production support and small 

software modifications, bug fixing, enhancements, online and onsite help, support 

services and adaptation to changed environments. 

2. SCOPE OF THE BID 

HLL invites online bids for “Supply, Installation and Configuration of NGFW 

Appliances under Buyback Scheme” at its Offices and Factories (as per tender) from 

eligible, competent and experienced parties who are capable of executing the 

specified work as per our tender conditions.  

3. ELIGIBLE BIDDERS 
 

Qualification Criteria for bidders 

The prospective bidder should satisfy the following criteria. The bidder should clearly 

indicate the compliance towards each requirement as per the table furnished in 

Form A1. The bidders should also upload/ submit the valid documentary proof or 

respective certificates as mentioned in the prequalification compliance form.  

Sl 
No 

Criteria 
Supporting Documents 

Required 

1 

The bidder should be a company 

registered in India under the Companies 

Act, 1956 with operations in Kerala for the 

last three (3) years as on releasing date 

of RFP (Joint venture / consortium Bids 

will not be accepted).  

Certificate of Incorporation and 

Certificate of Commencement of 

Business, issued by the 

Registrar of Companies, India 

shall be submitted as part of the 

proposal.  

2 The bidder should have own office in 
Thiruvananthapuram for the last three (3) 
years as on releasing date of RFP. 

Documentary Evidence with 
Contact Details. 

3 Bidder should be an Original Equipment 
Manufacturer (OEM) or Authorized 
partner of the proposed products for the 
last 3 years. Manufacturer’s Authorization 
Form (MAF), specific to this Tender from 
Original Equipment Manufacturer should 
be submitted along with the proposal  

MAF need to be enclosed as per 

Form A8 

 



Page 18 of 68 

4 

The bidder and its OEM should not have 
been blacklisted/banned/under tender 
holidays by any State/Central 
Government organizations /Firms / 
Institutions/ Central PSU / PSE in last 
three years as on releasing date of RFP.  

Self-declaration need to be 

enclosed as per Form-A5  

 

5 

The bidder should have a valid ISO 9001 
or ISO 27001 certification, as on releasing 
date of RFP.  

Documentary proof of 

certification.  

 

6 

Bidder should have experience for the 
supply, installation of Next Generation 
Firewalls in Government/Government 
agency/ PSUs/Banks or Private 
companies in India In the last 5 years as 
on releasing date of RFP 

Details of experience need to be 
enclosed as per Form A3 & A4. 
Copy of Purchase orders /  
documentary proof of work 
completion to be attached. Only 
completed projects will be 
considered for all projects. 

7 

The bidder should have successfully 
completed at least one similar project with 
Value not less than 25 lakhs during the 
last 5 years as on releasing date of RFP. 

Details of experience need to be 
enclosed as per Form A3 & A4. 
Copy of Purchase orders / 
documentary proof of work 
completion to be attached. Only 
completed projects will be 
considered for all projects.  

8 
 

The bidder should have an average 

turnover of Rs. 10.00 Crore from IT 

services during the last three financial 

years as on 31st March 2024.  

 

Audited Balance Sheets and 
Profit & Loss account for the last 
three financial years (Supported 
with Form A6 ).  

9 

The Bidder should have minimum 3 OEM 
Certified engineers in payroll having 3 
years experience. CVs of the Certified 
Engineers to be submitted along with the 
bid   

Attach documentary proof of list 

of personnel to be deputed for 

HLL along with their qualification 

and experience (Attach CV). 

(Refer Form A7).  

 

10 

The OEM shall have presence in India for 
the last 10 years. Necessary documents 
to validate the requirement shall be 
furnished. 

Documentary evidence 
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3.1    A bidder shall submit only one bid in the same bidding process. A Bidder 

(either as a firm or as an individual or as a partner of a firm) who submits or 

participates in more than one bid will cause all the proposals in which the 

Bidder has participated to be disqualified.  

3.2 Joint ventures or Consortiums of two or more registered contactors are not 

permitted.  

3.3 Preference to Make in India 

3.3.1 Preference shall be given to Class 1 and Class 2 local suppliers as per the 

Provisions of Public Procurement - Preference to Make in India Order 2017 

(published by Department for Promotion of Industry and Internal Trade) 

inclusive of the latest amendment. 

3.3.2 It is mandatory that bidders, who are from a country sharing land border with 

India, must be registered with a competent authority, as per General Financial 

Rules 2017 (Rule 144 xi). 

 

4 COST OF BIDDING  
 
4.1     The Bidder shall bear all costs associated with the preparation and submission 

of its bid, and HLL, will in no case be responsible or liable for these costs, 

regardless of the conduct or outcome of the bidding process.  

 
4.2 Tender documents may be downloaded free of cost from the Government e-

procurement portal (URL: https://etenders.gov.in/eprocure/app).  

5.  SITE VISIT  

5.1.  The bidder is advised to visit and examine the Site of delivery/Work, examine 

the existing landscape in use and its surroundings and obtain for itself on its 

own responsibility all information that may be necessary for preparing the bid 

and entering into a contract. He shall examine the site condition and satisfy 

himself of the issues which may arise during execution before submitting the 

bids. The costs of visiting the Site shall be at the bidder’s own expense.  

6. Getting information from web portal  

https://etenders.gov.in/eprocure/app)
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6.1.  All prospective bidders are expected to see all information regarding 

submission of bid for the Work published in the e tender website during the 

period from the date of publication of NIT for the Work and up to the last date 

and time for submission of bid. Nonobservance of information published in the 

website shall not be entertained as a reason for any claim or dispute 

regarding a tender at any stage.  

6.2.  All bids shall be submitted online on the Government e-procurement portal 

only in the relevant envelope(s)/ cover(s), as per the type of tender. No 

manual submission of bids shall be entertained for the tenders published 

through Government e-procurement portal under any circumstances.  

6.3.  The Government e-procurement portal shall not allow submission of bids 

online after the stipulated date & time. The bidder is advised to submit the 

bids well before the stipulated date & time to avoid any kind of network issues, 

traffic congestion, etc. In this regard, the department shall not be responsible 

for any kind of such issues faced by bidder. 

 
7.  Bidding Documents  

7.1.  Content of Bidding Documents  

7.1.1. The bidding documents shall consist of the following unless otherwise    

   specified  

a. Notice Inviting Tender (NIT) 
b. Introduction  
c. General Instructions to Bidders  
d. General Conditions of Contract  
e. Schedule of Requirements 
f. Forms and Annexures 

 

7.1.2. The Bidder is required to login to the e-procurement portal and download the 

listed documents from the website as mentioned in NIT. He shall save it in 

his system and undertake the necessary preparatory work off-line and 

upload the completed bid at his convenience before the closing date and 

time of submission.  
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7.1.3. The bidder is expected to examine carefully all instructions, Conditions of 

Contract, Contract Data, Terms, Technical and functional Specifications, 

Forms & Annexures in the Bid Document. Failure to comply with the 

requirements of Bid Document shall be at the Bidder’s own risk.  

7.2 Clarification of Bidding Documents  

7.2.1. A prospective bidder requiring any clarification of the bidding documents 

shall contact the office of the Tender Inviting Authority on any working day 

between 10 AM and 5 PM.  

7.2.2.  In case the clarification sought necessitates modification of the bid 

documents, being unavoidable, the Tender Inviting Authority may effect the 

required modification and publish them in the Government e procurement 

portal through corrigendum. 

7.3  Amendment to bidding documents  

7.3.1. Before the deadline for submission of bids, the Tender Inviting Authority 

may modify the bidding document by issuing addenda.  

7.3.2.  Any addendum thus issued shall be a part of the bidding documents which 

will be published in the Government e procurement portal. The Tender 

Inviting Authority will not be responsible for the prospective bidders not 

viewing the website in time.  

7.3.3. If the addendum thus published does involve major changes in the scope of 

work, the Tender Inviting Authority may at his own discretion, extend the 

deadline for submission of bids for a suitable period to enable prospective 

bidders to take reasonable time for bid preparation taking into account the 

addendum published.  

8.    Preparation of Bids  

8.1 Language of the Bid  

8.1.1. All documents relating to the bid shall be in the English language.  

8.2. Documents Comprising the Bid  
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8.2.1. The online bid submitted by the bidder shall comprise the following:  

1. Details required for e-payment (Details of bank account having core 

banking facility and e-mail address of the bidder) in the prescribed 

format.  

2. Bid Security (EMD) payment details.  

3. Copy of Registration (GST, PAN etc.) Certificate duly attested.  

4. Copy of Documents in proof of eligibility criteria 

5. Copy of Documents in proof of financial turnover. 

6. Unpriced BoM along with details of the products quoted (Make, Model, 

Part No and datasheet) 

7. Other documents specified in tender.  

8. Price Bid.  

 

8.2.2. Bidders shall not make any addition, deletion or correction in any of the bid 

documents. If tampering of documents is noticed during tender evaluation, 

the bid will be rejected and the bidder will be blacklisted. 

8.3.   Bid Prices  

8.3.1. The Bidder shall bid for the whole work as described in the schedule of 

requirements.  

8.3.2. For item rate tenders, the bidder shall fill in rates in figures and should not 

leave any cell blank. The line item total in words and the total amount shall 

be calculated by the system and shall be visible to the Bidder.  

8.3.3. The rates quoted by the Bidder shall include cost of all materials and 

conveyance, labour charges, hire charges, overheads and all incidental 

charges for execution of the contract. The rate quoted shall also include all 

statutory taxes as on the date of submission of the tender and such taxes 

shall be paid by the contractor.  

8.3.4. GST or any other tax applicable shall be payable by the Contractor in 

respect of this contract and HLL will not entertain any claim whatsoever in 

respect of the same.  
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8.3.5. All taxes, royalty, Octroi and other levies payable by the bidder under the 

contract, or for any other cause as of the date 28 days prior to the deadline 

for submission of bids shall be included in the rates, prices and total of bid 

price. The bid prices shall also cater for any change in tax pattern during the 

tenure of work.  

8.3.6. The rates and prices quoted by the bidder shall remain firm during the entire 

period of contract. 

8.3.7  In the price schedule, if there is any discrepancy between the unit price and 

total price the unit price shall prevail and the total price shall be corrected by 

the purchaser 

8.3.8 If any of the NGFW appliance is declared as “obsolete/end of life or support 

status” by OEM during the subscription period, the  supplier  shall upgrade 

such appliances with the equivalent or higher technical specifications of  the  

existing appliances at free of cost 

8.3.9 Necessary support should be provided as and when required within 2 Hrs of 

intimation of problem. Telephonic support should be provided 24x7. 

However onsite support should be provided if required 

8.3.10.During the subscription support period all the defective items (hardware) 

should be replaced and the periodic updates from OEM should be provided 

free of cost 

 

8.4.   Currencies of Bid and Payment  

8.4.1.  The currency of bid and payment shall be quoted by the bidder entirely in 

Indian Rupees. All payments shall be made in Indian Rupees only.  

8.5.   Bid Validity  

8.5.1. Bids shall remain valid for the period of 180 (One Hundred and Eighty) 

days from the date of opening of the bid as specified in the NIT. A bid valid 

for a shorter period shall be rejected by HLL as non responsive.  
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8.5.2. In exceptional circumstances, prior to expiry of the original bid validity 

period, the Tendering Authority may request the bidders to extend the period 

of validity for a specified additional period. The request and the responses 

thereto shall be made in writing or by e mail. A bidder may refuse the 

request without forfeiting its bid security. A bidder agreeing to the request will 

not be required or permitted to modify its bid but will be required to extend 

the validity of its bid security for the period of the extension.  

8.6.  Bid Security Declaration 

8.6.1. In case of MSE or Start-up who are eligible for EMD exemption should 

provide a Bid Security Declaration is to be attached in the format given in the 

tender (Form-A11 Forms and Declarations) 

8.6.2. In case of MSE or Start-up who are eligible for EMD exemption, any Bid not 

accompanied by Bid Security Declaration shall be rejected as non-

responsive.  

8.7.   The bid shall contain no alterations or additions, except those to comply with 

instructions, or as necessary to correct errors made by the bidder, in which 

case such corrections shall be initialed by the person or persons signing the 

bid. 

8.8  The bidder shall not attach any conditions of his own to the Bid. The Bid price 

must be based on the tender documents. Any bidder who fails to comply with 

this clause will be disqualified 

9.   Submission of Bids  

The Bidder shall submit their bid online only through the Government eProcurement 

portal (URL: https://etenders.gov.in/eprocure/app) as per the procedure laid down for 

e-submission as detailed in the web site. For e tenders, the bidders shall download 

the tender documents from the portal. The Bidder shall fill up the documents and 

submit the same online using their Digital Signature Certificate. On successful 

submission of bids, a system generated receipt can be downloaded by the bidder for 

future reference. Copies of all certificates and documents shall be uploaded while 

submitting the tender online.  

https://etenders.gov.in/eprocure/app)
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9.1  The tender is invited in 3 Envelope system from the registered and eligible 

firms at CPP Portal. 

9.2  Pre-qualification Criteria for bidders: Following 3 envelopes shall be submitted 

online at CPP-portal by the bidder. 

a) Envelope - I (EMD): 
 

EMD as per the tender conditions shall be paid, thru RTGS/NEFT transfer in 

the following HLL A/c details:  

Name of Bank      :   State Bank of India 

A/c number          :  10183256222 

IFSC Code           :   SBIN0004350 

Branch name        :   Commercial Branch, Thiruvananthapuram 
 

Document of the above transactions completed successfully by the bidder, 

shall be uploaded separately while submitting the bids online. 

Note:- 

SSI/MSME units interested in availing exemption from payment of EMD should 

submit a valid copy of their registration certificate issued by the concerned DIC or 

NSIC/UdyogAadhaar. If the bidder is a MSME, it shall declare in the bid document 

the UdyogAadhar Memorandum Number issued to it under the MSMED Act, 2006. If 

a MSME bidder do not furnish the UAM Number along with bid documents, such 

MSME unit will not be eligible for the benefits available under Public Procurement 

Policy for MSEs Order 2012. But the Party has to provide Performance 

Security/Security Deposit if Tender is awarded to them. 

 

b) Envelope -II (Technical bid): 

Technical Bid should contain  

➢ Copy of company registration certificate  

➢ Self attested copy of PAN card under Income Tax Act  

➢ Self attested copy of GST Registration Number and details  

➢ Valid copy of MSME/NSIC Registration Certificate along with the list of items / 

services for which they are registered, as issued by NSIC for EMD exception, 

if applicable.  
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➢ Documents to prove experience asked to undertake the subject work.  

➢ Documents to prove the qualification criteria asked to undertake the subject 

work 

➢ Original tender document duly signed and sealed on all pages (including 

schedule of requirements, general Terms & Conditions and Annexure).  

➢ Any other relevant documents if enclosing by the bidder.  

 

c) Envelope – III (Financial Bid): The Financial e-Bid through CPP portal.  

All rates shall be quoted in the format provided and no other format is 

acceptable. If the price bid has been given as a standard format with the 

tender document, then the same is to be downloaded and to be filled by all 

the bidders. Bidders are required to download the file, open it and complete 

all the cells with their respective financial quotes and other details (such as 

name of the bidder), without omission. No other cells should be changed. 

Once the details have been completed, the bidder should save it and submit 

it online, without changing the file-name. If the file is found to be modified by 

the bidder, the bid will be rejected.  

Note:-  

1.  HLL Lifecare Limited reserves the right to verify the credential submitted by 

the bidder at any stage (before or after the award the work). If at any stage, any 

information / documents submitted by the bidder is found to be incorrect / false or 

have some discrepancy which disqualifies the firm then HLL shall take the 

following action:  

a)  Forfeit the entire amount of EMD submitted by the firm.  
 

b)  The bidder shall be liable for debarment from tendering in HLL Lifecare 

Limited, apart from any other appropriate contractual /legal action.  

On demand of the Tender Inviting Authority, this whole set of certificates and 

documents shall be sent to the Tender Inviting Authority’s office address (as 

given in the NIT) by registered post/Speed post of India Post in such a way that it 

shall be delivered to the Tender Inviting Authority before the deadline mentioned. 
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The Tender Inviting Authority reserves the right to reject any bid, for which the 

above details are not received before the deadline.  

2. The Tender Inviting Authority shall not be responsible for any failure, 

malfunction or breakdown of the electronic system while downloading or 

uploading the documents by the Bidder during the e-procurement process.  

10.  Deadline for Submission of the Bids  
 

10.1 Bid shall be received only online on or before the date and time as notified in NIT.  

 The Tender Inviting Authority, in exceptional circumstances and at its own 

discretion, may extend the last date for submission of bids, in which case all 

rights and obligations previously subject to the original date will then be 

subject to the new date of submission. The Bidder will not be able to submit 

his bid after expiry of the date and time of submission of bid (server time).  

10.2 Modification, Re-submission and Withdrawal of Bids  

10.2.1 Re-submission or modification of bid by the bidders for any number of 

times before the date and time of submission is allowed. Re-submission 

of bid shall require uploading of all documents including price bid afresh.  

10.2.2 If the bidder fails to submit his modified bids within the pre-defined time 

of receipt, the system shall consider only the last bid submitted.  

10.2.3 The Bidder can withdraw his/her bid before the date and time of receipt 

of the bid. The system shall not allow any withdrawal after the date and 

time of submission.  

11. Bid Opening and Evaluation  
 

11.1. Bid Opening  

Bids shall be opened on the specified date & time, by the tender inviting 

authority or his authorised representative in the presence of bidders or their 

designated representatives who choose to attend.  

11.1.1 Bid Opening Process 
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11.1.2. Opening of bids shall be carried out in the same order as it is occurring in 

invitation of bids or as in order of receipt of bids in the portal. The bidders & 

guest users can view the summary of opening of bids from any system. 

Bidders are not required to be present during the bid opening at the opening 

location if they so desire.  

a) Envelope - I: Envelope - I Opening date shall be mentioned in NIT 

Document. (Envelop – I shall contain scanned copy of EMD)  

b) Envelope - II: Envelop - II opening date shall be as mentioned in NIT 

Document. The intimation regarding acceptance/rejection of their bids will be 

intimated to the contractors/firms through e-tendering portal. (Envelope-II 

shall contain scanned copy of Pre-qualification document.)  

If any clarification is needed from bidder about the deficiency in his uploaded 

documents in Envelope-I and Envelope-II, he will be asked to provide it 

through CPP portal or email. The bidder shall email or upload the requisite 

clarification/documents within time specified by HLL Lifecare Limited, failing 

which tender will be liable for rejection.  

c) Envelope - III: The financial bids of the bidders found to be meeting the 

qualifying requirements shall be opened as per NIT Document. (Depending 

on evaluation of Envelop I & II, the date shall be intimated through CPP 

Portal) 

11.1.3. In the event of the specified date of bid opening being declared a holiday 

for HLL, the bids will be opened at the same time on the next working day.  

11.1.4  Bid Evaluation  

 This shall contain duly filled BoQ-file in MS-Excel format and shall be 

uploaded using the digital signature of the bidder in the e-tenders portal. For 

this tender, the BOQ contains three sheets which are respectively indicated 

as follows:  

Sheet 1 (BoQ1):  Price of new appliances 
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Sheet 2 (BoQ2):  Buyback price for existing appliances 

Sheet 3 (BoQ3): Financial Bid Evaluation Criteria  

This sheet is used for financial evaluation to find out the L1 bidder using the 

following criteria by Tender Inviting Authority. No input from the bidder is 

required in this sheet.  

Evaluated Amount = (Total amount of New Appliances) - (Buyback Price 

for existing appliances)  

Bidder with the Lowest Evaluated Amount will be the L1 bidder 

11.2. Confidentiality  

11.2.1. Information relating to the examination, clarification, evaluation, and 

comparison of Bids and recommendations for the award of a contract shall 

not be disclosed to Bidders or any other persons not officially concerned with 

such process until the award has been announced in favour of the successful 

bidder.  

11.2.2. Any effort by a Bidder to influence the Purchaser during processing of bids, 

evaluation, bid comparison or award decisions shall be treated as Corrupt & 

Fraudulent Practices and may result in the rejection of the Bidders' bid.  

11.3. Clarification of Bids  

11.3.1. To assist in the examination, evaluation, and comparison of bids, the 

Tender Inviting Authority may ask the bidder for required clarification on the 

information submitted with the bid. The request for clarification and the 

response shall be in writing or by e-mail, but no change in the price or 

substance of the Bid shall be sought, offered, or permitted.  

11.3.2. No Bidder shall contact the Tender Inviting Authority on any matter relating 

to the submitted bid from the time of the bid opening to the time the contract is 

awarded. If the Bidder wishes to bring additional information to the notice of 

the Tender Inviting Authority, he shall do so in writing.  
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11.4. Examination of Bids, and Determination of Responsiveness  

11.4.1. During the bid opening, the Tender Inviting Authority will determine for each 

Bid whether it meets the required eligibility as specified in the NIT; is 

accompanied by the required bid security, bid submission fee and the required 

documents and certificates.  

11.4.2. A substantially responsive bid is one which conforms to all the terms, 

conditions, and requirements of the bidding documents, without material 

deviation or reservation.  

A material deviation or reservation is one:- 

a.  which affects in any substantial way the scope, quality, or performance of 

the works;  

b. which limits in any substantial way, inconsistent with the bidding 

documents, the Purchaser’s rights or the Bidder's obligations under the 

Contract; or  

c. whose rectification would affect unfairly the competitive position of other 

Bidders presenting substantially responsive Bids.  

11.4.3. If a Bid is not substantially responsive, it may be rejected by the Tender 

Inviting Authority, and may not subsequently be made responsive by 

correction or withdrawal of the nonconforming material deviation or 

reservation.  

11.4.4. Non submission of legible or required documents or evidences may render 

the bid non-responsive.  

11.4.5. Single tender shall not be opened in the first tender call.  

11.5. Negotiation on Bids  

11.5.1. The Tender Inviting Authority reserves the right to negotiate with the lowest 

evaluated responsive bidder.  

12.  Award of Contract  
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12.1.  HLL will award the Contract to the Bidder whose bid has been determined to 

be substantially responsive and who has offered the lowest evaluated bid 

price as per the Financial Bid Evaluation Criteria.  

12.2.  In the eventuality of failure on the part of the lowest successful bidder to 

produce the original documents or submit the securitydeposit, or acceptance 

of LOI / Work order within the specified time limit, the Bidder’s EMD shall be 

forfeited  

12.3  The rates for the various items quoted by the Bidder shall be rounded to two 

decimal places. The decimal places in excess of two will be discarded during 

evaluation.  

12.4 The Tender Inviting Authority reserves the right to accept or reject any Bid 

and to cancel the Bidding process and reject all Bids at any time prior to the 

award of Contract, without thereby incurring any liability to the affected Bidder 

or Bidders or any obligation to inform the affected Bidder or Bidders of the 

grounds for the Tender Inviting Authority’s action.  

12.5  Notification of Award and Order Acceptance  

12.5.1 The Bidder, whose Bid has been accepted, shall be notified of award by HLL 

prior to expiration of the Bid validity period by e-mail confirmed by letter sent 

through post. This letter (hereinafter and in the Conditions of Contract called 

the "Letter of Acceptance") will state the sum that the Purchaser will pay the 

Bidder in consideration of the execution, completion and remedying defects, if 

any of the Works by the bidder as prescribed by the Contract.  

12.5.2. The notification of award will constitute the formation of the Contract, 

subject only to the furnishing of a Security Deposit within 7 (Seven) days of 

issue of letter of acceptance.  

12.5.3. Upon furnishing the Security Depositby the successful Bidder, HLL will 

promptly notify the other Bidders that their Bids have been unsuccessful and 

refund the Bid Security (EMD).  
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12.5.5. Solicitor’s fee, if any, to be paid to the Law Officers of Government for 

scrutinizing or drawing up of agreements - will be paid and the same 

recovered from the successful bidder.  

 

13.   Corrupt or Fraudulent Practices  

13.1 The purchaser requires that the bidders, suppliers and contractors observe the 

highest standard of ethics during the procurement and execution of such 

contracts. In pursuit of this policy, the following are defined:  

Sl. 

No. 
Term Meaning 

(a) Corrupt practice 

The offering, giving, receiving, or soliciting, directly or 

indirectly, of anything of value to influence the action of a 

public official in the procurement process or in contract 

execution. 

(b) 
Fraudulent 

practice 

A misrepresentation or omission of facts in order to 

influence a procurement process or the execution of a 

contract. 

(c) Collusive practice 

Means a scheme or arrangement between two or more 

bidders, with or without the knowledge of the purchaser, 

designed to establish bid prices at artificial, non-

competitive levels. 

(d) Coercive practice 

Means harming or threatening to harm, directly or 

indirectly, persons or their property to influence their 

participation in the procurement process or affect the 

execution of a contract. 

 

13.2 The Purchaser will reject a proposal for award if it determines that the Bidder 

recommended for award has, directly or through an agent, engaged in corrupt, 

fraudulent, collusive or coercive practices in competing for the Contract in 

question. 

14.   Cost of bidding 

The bidder shall bear all costs associated with the preparation and submission of its 

bid, and HLL will in no case be responsible or liable for these costs, regardless of the 

conduct or the outcome of the bidding process. 

15.   Price  



Page 33 of 68 

Price quoted should be firm without any escalation till the order is completely 

executed. The price quoted should be inclusive of all material cost, license charges if 

any , all applicable taxes and other levies, labour charges, insurance, Installation and 

commissioning charges and whatsoever expenses / charges applicable for the 

successful completion of the contract etc 

16.   Taxes/Duties/Levies 

The bidder shall be entirely responsible for all applicable taxes including GST, 

duties, license fees if any etc. incurred until successful completion of contract.   

17.   Validity of the proposal  

The bid submitted shall indicate that it is a firm and irrevocable offer and shall remain 

valid for a period of not less than 180 days from the date of opening of the price bid.  

In exceptional circumstances, HLL may request all the Bidders consent to an 

extension of the period of validity of their respective bid. The request and the 

response thereto will be made in writing. Extension of validity period by the Bidder 

must be unconditional. The Bidder will not be permitted to modify his bid. 

18.   Completion Time 

The new appliances should be supplied and installed within 4 (Four) weeks from the 

date of placement of order. 

19.   EMD  

Earnest Money Deposit (EMD) of Rs.1,00,000/- (Rupees One Lakh Only) shall be 

remitted thru an e-payment in favour of HLL Lifecare Limited.   

• No interest will be payable to EMD. EMD’s of unsuccessful bidders will be 

returned only after awarding the work to the successful bidder.  

• The EMD of the successful bidder will be returned only after execution of the 

Contract Agreement and after furnishing of the required Security Deposit / 

Performance Bank Guarantee. 

• Bidders with valid registration under National Small Industrial Corporation 

(NSIC) / Micro Small and Medium Enterprises (MSME) will be eligible for all 

relaxation subject to the submission of valid documents. To qualify for EMD 

exemption, firms should necessarily submit valid copy of the Registration 
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Certificate along with the list of items / services for which they are registered, 

as issued by NSIC, in Part-I Technical Bid.  

• Request for exemption from EMD other than from the eligible MSE’s and 

Start-up’s will not be entertained. 

The EMD security may be forfeited: 

1. If a Bidder withdraws its bids during the period of bid validity 

2. If a Bidder makes any statement or encloses any form which turns out to be 

false/incorrect at any time prior to signing of the contract 

3. In case of successful Bidder, if the Bidder fails to Sign the contract. 

 

20.   Performance Security deposit / Performance bank guarantee (PBG)  

 

The successful bidder shall remit a Performance Bank Guarantee for 3% of the total 

order value (excluding taxes and duties) in favour of HLL Lifecare Limited. The Bank 

Guarantee should be valid till the completion of the project plus a claim period of 60 

days. 

 

Fixed Deposit Receipt (for equivalent amount of security Deposit required as per 

tender) in lieu of bank guarantee is also acceptable. Fixed Deposit Receipt shall be 

in the name of supplier with lien marked in favour of HLL Lifecare Limited, 

Thiruvananthapuram  

 

20.1. Non-Submission of Security deposit: Exemption towards submission of 

Security deposit will not be granted to any bidders.  

 

20.2. Refund of Performance Security Deposit: Security Deposit will be 

refunded to the bidder without any interest, within 60 days after the SI has 

duly performed and completed the project in all respects and Warranty Bank 

Guarantee as per clause 11 of this RFP is furnished for the period specified.  

 

20.3. Forfeiture of Performance Security Deposit: Security deposit shall be 

forfeited by HLL in case of non-performance of agreed terms and/ or 
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default/breach by bidder with application of risk purchase provisions where 

applicable. 

 

20.4. Renewal of Performance Security Deposit: HLL will monitor the validity of 

security deposit vis-a-vis delivery/completion period as per the contract. In 

case delivery /completion is likely to be delayed, HLL will instruct the bidder to 

extend the validity of security deposit till the completion of delivery. In case, 

Bank Guarantee for security deposit is not extended/ renewed by the bidder 

as per the request of HLL, HLL may withhold the equivalent amount from the 

immediate next payment due for the bidder. 

 
21.  Payment terms 

 
21.1. Payment will be made by RTGS / NEFT to the account of Supplier. The 

name of the bank, branch, A/C No., IFSC code & other particulars shall be 

furnished by the Supplier in the pro- forma of HLL. 

 

21.2  For claiming the payment, the following documents are to be submitted. 
 

• Three copies of GST Invoice  

• Statutory (License) documents (Subscription)  

• Delivery challan / Installation report duly acknowledged by HLL  

 

21.3.  As our Kakkanadu Factory, Kochi (KFC) can avail tax exemption as it  is 

located in Special Economic Zone (SEZ) and hence the invoice (Zero 

rated GST) is to be submitted accordingly 

 

 
22.   Indemnification Clause 

 

The bidder shall indemnify and hold harmless the Purchaser from and against all 

claims, liability, loss damage or expense, including counsel fees arising from or by 

reason of any actual or claimed trade mark, patent or copy right infringement or any 

litigation based thereon with respect to any part of the items covered by the Contract, 

and such obligations shall survive acceptance of payment for the items. 

23.   Confidentiality  
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This request for proposal and all materials submitted by HLL for this purpose, must 

be considered confidential, and may not be distributed or used for any purpose other 

than the preparation of a response for submission to HLL.  

 

The Bid documents shall remain the exclusive property of the HLL without any right 

to the Bidder to use them for any purpose other than the preparation of a response 

for submission to HLL. Disclosure of any part of the information contained therein to 

parties not directly involved in providing the services /products requested, could 

result in disqualification and/or legal action. When submitting confidential material to 

HLL, the bidder must clearly mark it as such. 
 

24.   Conflict of Interest  

 

HLL requires that bidder strictly avoid conflicts with other assignments/jobs or their 

own corporate interests and act without any consideration during the implementation  

services. In case the bidder has any subsisting interest, either by themselves or 

through their partners, that is likely to conflict the work specified in the Scope of 

Work, HLL reserves the right to accept or reject such bids. 

 

25.   Risk Purchase  

 

If the supplier fails to provide the service/ project phase ordered within the delivery 

period as per Project plan or violate any of the terms and conditions of the contract, 

HLL shall have the following rights:  

• To terminate the contract with 15 day’s notice forfeiting the security deposit.  

• To award the work to any third party at the risk and cost of the successful 

bidder.  

 

26.   Liquidated Damage for Delays  

 

If the bidder fails in the due performance of the contract within the time fixed by the 

contract or any extension thereof, bidder shall be liable to pay liquidated damages to the 

extent of a sum of 0.5% of the contract value per week, subject to a maximum of 10% of 

the contract value excluding tax. Once the maximum is reached, HLL may consider 

termination of the contract. In assessing such delays, HLL’s decision is final. 
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27.   Jurisdiction  

All questions, disputes or difference arising under, out of, or in connection with 

contracts shall be subject to the exclusive jurisdiction of the Courts at 

Thiruvananthapuram, Kerala, India. 

28.   Force Majeure  

In the event of either party being rendered unable by `Force Majeure' to perform any 

obligation required to be performed by them under the contract, the relative 

obligation of the party affected by such `Force Majeure' will stand suspended for the 

period during which such cause lasts. The word `Force Majeure' as employed herein 

shall mean acts of God, war, revolt, agitation, strikes, riot, fire, flood, sabotage, civil 

commotion, pandemic, acts of government of the two parties, which makes 

performance impossible or impracticable and any other cause, whether of kind 

herein enumerated or otherwise which are not within the control of the party to the 

contract and which renders performance of the contract by the said party impossible. 

HLL may allow additional time as is mutually agreed, to be justified by the 

circumstances of the case. The occurrence/ cessation of force majeure situation is to 

be informed with documentary evidence within 15 days from the date of 

occurrence/cessation. 

 

29.   Termination of the Process  

HLL may terminate the bidding process at any time without assigning any reason. 

HLL makes no commitments, express or implied, that this process will result in a 

business transaction with anyone.  

 

The contract with the successful bidder may be terminated in the following 

circumstances:  

 

• In the event of the successful bidder having been adjudged insolvent or going 

into liquidation or winding up their business or failing to observe any of the 

provisions of the contract or any of the terms and conditions governing the 

contract or failure to render the contracted services in time, HLL shall be at 

the liberty to terminate the contract forthwith without prejudice to any other 

right or remedies under the contract and to get the work done by other 
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agencies at the risk and cost of the successful bidder and to claim from the 

successful bidder any resultant loss sustained or costs incurred.  

 

• When the successful bidder is found to have made any false or fraudulent 

declaration or statement to get the contract or he is found to be indulging in 

unethical or unfair practices.  

 

• When both parties mutually agree to terminate the contract.  

 

• If the successful bidder transfers or assigns the contract or any part thereof to 

a third party, without the prior consent of HLL in writing.  

• When there is a breach of contract 
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Schedule of Requirements 

Sl.No. Type of NGFW Appliance Location 
Code &  
Quantity 
(in Nos) 

Remarks 

1 Small Office Next-Generation Firewall 
(NGFW) with 3 Years Subscription 
 

IFC : 1 Devices need to be 
configured in High 
Availability mode 
wherever required 

2 Mid-Range Next-Generation Firewall 
(NGFW) with 3 Years Subscription 
 
 

PFT : 2  
AFT : 2  
KFB : 2  
KFC : 1 
CMO :1 

3 Enterprise Next-Generation Firewall 
(NGFW) with 3 Years Subscription 
 

CHO : 2  

 

Scope of Work 
 

• Installation and Configuration 
o Physical installation of the appliance 
o Network integration (VLANs, routing, etc.) 
o Initial configuration of security policies, rules, and features (IPS, VPN, 

application control, etc.) 

• Testing and Validation 
o Functionality testing (rule effectiveness, logging, alerting) 
o Performance testing (latency, throughput) 
o Compliance validation 

• Documentation 
o Detailed configuration documentation 
o Network diagrams 
o Standard operating procedures (SOPs) for management and 

monitoring 

• Ongoing Management and Support 
o Monitoring (real-time alerts, log analysis) 
o Incident response (handling breaches or policy violations) 
o Regular updates and patch management 

• Training 
o User training sessions for IT staff 
o Documentation for reference 

• Maintenance 
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o Scheduled reviews and audits 
o Performance tuning and optimization 

 

 

1. Small Office NGFW with 3 Years Subscription – Technical Specifications 

Sl. 
No. 

General Specifications  Compliance Quantity 
(in Nos) 

 Small Office Next-Generation Firewall (NGFW)   IFC : 1 

1.1 Hardware & Performance Requirement   

1.1.1 
Device should be hardware platform & based on Multi-Core 
Architecture with Optimization for excellent throughput for all 
your key processes 

  

1.1.2 
The Proposed solution should have option for visibility into 
encrypted traffic flows, support for TLS 1.3 without 
downgrading the performance. 

  

1.1.3 

The device should be having security functions like Firewall, 
VPN (IPsec Site to Site &SSL Client VPN), Gateway level 
antivirus, Category-based web and application filtering, 
Intrusion prevention system, Traffic shaping, DoS/DDoS. 

  

1.1.4 
Solution should offer with Centralized firewall management 
solution with option to manage minimum 20 firewalls from 
day one. 

  

1.1.5 
On-Site demonstration by Vendor/OEM should be done on 
request for evaluation of offers technically. 

 

1.1.6 

Solution should support multi factor authentication on 
appliance or by using external authentication server for 
minimum 150 VPN users and same MFA should also be 
applicable for user portal, and Web admin from day one. 

 

1.1.7 

Solution should support Multiple WAN link balancing 
multiple Internet connections, auto-link health check, 
automatic failover, automatic and weighted balancing, and 
granular multipath rules, should support more than two ISP 

 

1.1.8 
The appliance should support 8xGbE copper ports ,2 x 
1GbE SFP slot from Day1 and should be able to expand to 
16 ports 

 

1.1.9 Firewall should have a maximum Latency of 6 μs  

1.1.10 
Firewall must support at least 6 million concurrent 
connections 

 

1.1.11 
Firewall must support at least 120,000 new sessions per 
second of processing. 

 

1.1.12 Firewall should support min 100 GB SATA-SSD build in HW   

1.1.13 
Firewall should support integrated IPS throughputs of 
minimum 5 Gbps. 

 

1.1.14 
Device should have a minimum Firewall throughput of 29 
Gbps. 

 

1.1.15 
Firewall should have a minimum Threat Protection 
throughput 1 Gbps. 

 

1.1.16 
Firewall should have a minimum VPN  throughput of  15 
Gbps 

 

1.2 General Features:   

1.2.1 
Firewall should support CLI and GUI based access to the 
firewall modules. 
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1.2.2 
Should support Local authentication and integration with 
third party authentication solutions like, Active Directory, 
LDAP Server, RADIUS, TACACS+, eDirectory and Kerberos 

  

1.2.3 
Centralized, daily updates, automatic and manual updates 
or offline update. 

  

1.2.4 
Firewall should have Advance Threat Protection  (detect and 
block network traffic attempting to contact command and 
control servers using multi-layered DNS, AFC, and firewall) 

  

1.2.5 
Solution should support Zero-touch deployment and 
configuration 

  

1.2.6 
Solution should be XDR Ready and  support Seamless 
integration with OEM XDR in future 

  

1.2.7 Solution should support API for third-party integration.   

1.2.8 
Zero touch Deployment should support both USB based 
and Cloud based Bulk Provisioning of multiple devices 

  

1.3 Web Filtering  

1.3.1 
Firewall should support minimum of at least 90+ predefined 
categories. 

  

1.3.2 
Should have flexibility to create network, user, Web and 
app-based traffic shaping (QoS) policy. 

  

1.3.3 Exceptions based on network objects defined.   

1.3.4 Notification of custom messages or URL redirection.   

1.4 Intrusion Prevention System   

1.4.1 IPS should protect for 5,000+ Signatures database.   

1.4.2 
Firewall should block attacks such as DoS- SYN, 
IP/ICMP/TCP/UDP related attacks. 

  

1.4.3 Solution should have IPS deep packet inspection engine    

1.4.4 IPS should have option to create custom signature   

1.4.5 
Firewall should block attacks such as DNS cache poisoning, 
FTP bounce, improper commands. 

  

1.5 Application Control   

1.5.1 
Firewall should have feature to identify, allow, block or limit 
usage of applications beyond ports and protocols. 

  

1.5.2 
Firewall should provide protection against potentially 
unwanted Applications 

  

1.5.3 
Application signature database of minimum 3500+ 
Applications for Application Control 

  

1.5.4 
Solution should have Capability to detect usage of cloud 
applications and provide Historical reporting also. 

  

1.5.5 
Solution should have option to classify and categorize newly 
detected Cloud application for better control 

  

1.6 SD WAN   

1.6.1 
Should have inbuild SD WAN technology with application 
path selection and routing, which is used to ensure quality 
and minimize latency for mission-critical applications 

  

1.6.2 
The Solution should support performance-based SLAs to 
automatically select the best WAN link based on jitter, 
latency, or packet-loss 

  

1.6.3 
Should support multiple WAN link options including VDSL, 
DSL, cable, LTE/cellular, and MPLS  

  

1.6.4 
Should provide real-time insights into latency, jitter and 
packet loss for all WAN links 

 

1.6.5 Should maintain application sessions when link  
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performance falls below thresholds and should make a 
transition to a better performing WAN link 

1.6.6 
SDWAN Should support Application routing over preferred 
links via firewall rules or policy-based routing 

 

1.7 Logging & Reporting  

1.7.1 
Firewall logs must contain information about the firewall 
policy rule that triggered the log 

 

1.7.2 
Firewall must provide at a minimum basic statistic about the 
health of the firewall and the amount of traffic traversing the 
firewall. 

 

1.7.3 
Firewall should have support to log (in detail) all 
connections which are blocked or pass through the firewall. 

 

1.7.4 
Firewall should have support to generate performance 
statistics on real-time basis. 

 

1.7.5 
Firewall should have the capability to produce report s 
which measure usage. 

 

1.7.6 Should Support 100+ drilled down reports on the appliance  

1.8 Licenses & Warranty  

1.8.1 

Three Year Subscription licenses for Firewall, Advanced 
Threat Protection, Intrusion Prevention System (IPS), 
Sandboxing, DNS Security,Anti-malware, Web and App 
visibility control , 24x7 OEM support, security and software 
updates. 

 

 

2. Mid-range NGFW with 3 Years subscription – Technical Specifications 

 

Sl. No. General Specifications  Compliance Quantity 
(in Nos) 

  Mid-range Next-Generation Firewall (NGFW)   PFT : 2  
AFT : 2  
KFB : 2  
KFC : 1 
CMO : 1 

1.1 Hardware & Performance Requirement   

1.1.1 
Device should be hardware platform & based on Multi-
Core Architecture with Optimization for excellent 
throughput for all your key processes 

  

1.1.2 
The Proposed solution should have option for visibility into 
encrypted traffic flows, support for TLS 1.3 without 
downgrading the performance. 

  

1.1.3 

The device should be having security functions like 
Firewall, VPN (IPsec Site to Site &SSL Client VPN), 
Gateway level antivirus, Category-based web and 
application filtering, Intrusion prevention system, Traffic 
shaping, DoS/DDoS. 

  

1.1.4 
Solution should offer with Centralized firewall 
management solution with option to manage minimum 20 
firewalls from day one. 

  

1.1.5 
On-Site demonstration by Vendor/OEM should be done 
on request for evaluation of offers technically. 

 

1.1.6 

Solution should support multi factor authentication on 
appliance or by using external authentication server for 
minimum 300 VPN users and same MFA should also be 
applicable for user portal, and Web admin from day one. 

 

1.1.7 
Solution should support Multiple WAN link balancing 
multiple Internet connections, auto-link health check, 
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automatic failover, automatic and weighted balancing, and 
granular multipath rules, should support more than two 
ISP 

1.1.8 
The appliance should support 8xGbE copper ports ,2 x 
1GbE SFP  slot from Day1 and should be able to expand 
to 16 ports 

 

1.1.9 Firewall should have a  maximum Latency of 6 μs  

1.1.10 
Firewall must support at least 6.5 million concurrent 
connections 

 

1.1.11 
Firewall must support at least 130,000 new sessions per 
second of processing. 

 

1.1.12 
Firewall should support min 100 GB SATA-SSD build in 
HW  

 

1.1.13 
Firewall should support integrated IPS throughputs of 
minimum 7 Gbps. 

 

1.1.14 
Device should have a minimum Firewall throughput of 35 
Gbps. 

 

1.1.15 
Firewall should have a minimum Threat Protection 
throughput 1.5 Gbps. 

 

1.1.16 
Firewall should have a minimum  VPN  throughput of  20 
Gbps 

 

1.1.17 
Firewall should support a minimum of 1000 SSL VPN 
Users 

 

1.2 General Features:   

1.2.1 
Firewall should support CLI and GUI based access to the 
firewall modules. 

  

1.2.2 

Should support Local authentication and integration with 
third party authentication solutions like, Active Directory, 
LDAP Server, RADIUS, TACACS+, eDirectory and 
Kerberos 

  

1.2.3 
Centralized, daily updates, automatic and manual updates 
or offline update. 

  

1.2.4 

Firewall should have Advance Threat Protection  (detect 
and block network traffic attempting to contact command 
and control servers using multi-layered DNS, AFC, and 
firewall) 

  

1.2.5 
Solution should support Zero-touch deployment and 
configuration 

  

1.2.6 
Soultion should be XDR Ready and  support Seamless 
integration with OEM XDR in future 

  

1.2.7 Soultion should support API for third-party integration.   

1.2.8 
Zero touch Deployement should support both USB based 
and Cloud based Bulk Provisioning of multiple devices 

  

1.2.9 
Solution Should be in HA with two Hardware in Active-
Passive/Active-Active Mode from Day one wherever 
required 

  

1.3 Web Filtering  

1.3.1 
Firewall should support minimum of at least 90+ 
predefined categories. 

  

1.3.2 
Should have flexibility to create network, user, Web and 
app-based traffic shaping (QoS) policy. 

  

1.3.3 Exceptions based on network objects defined.   

1.3.4 Notification of custom messages or URL redirection.   

1.4 Intrusion Prevention System   
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1.4.1 IPS should protect for 5,000+ Signatures database.   

1.4.2 
Firewall should block attacks such as DoS- SYN, 
IP/ICMP/TCP/UDP related attacks. 

  

1.4.3 Solution should have IPS deep packet inspection engine    

1.4.4 IPS  should have option to create custom signature   

1.4.5 
Firewall should block attacks such as DNS cache 
poisoning, FTP bounce, improper commands. 

  

1.5 Application Control   

1.5.1 
Firewall should have feature to identify, allow, block or 
limit usage of applications beyond ports and protocols. 

  

1.5.2 
Firewall should provide protection against potentially 
unwanted Applications 

  

1.5.3 
Application signature database of minimum 3500+ 
Applications for Application Control 

  

1.5.4 
Solution should have Capability to detect usage of cloud 
applications and provide Historical reporting also. 

  

1.5.5 
Solution should have option to classify and categorize 
newly detected Cloud application for better control 

  

1.6 SD WAN   

1.6.1 
Should have inbuild SD WAN technology with application 
path selection and routing, which is used to ensure quality 
and minimize latency for mission-critical applications 

  

1.6.2 
The Solution should support performance-based SLAs to 
automatically select the best WAN link based on jitter, 
latency, or packet-loss 

  

1.6.3 
Should support multiple WAN link options including VDSL, 
DSL, cable, LTE/cellular, and MPLS  

  

1.6.4 
Should provide real-time insights into latency, jitter and 
packet loss for all WAN links 

 

1.6.5 
Should maintain application sessions when link 
performance falls below thresholds and should make a 
transition to a better performing WAN link 

 

1.6.6 
SDWAN Should support Application routing over preferred 
links via firewall rules or policy-based routing 

 

1.7 Logging & Reporting  

1.7.1 
Firewall logs must contain information about the firewall 
policy rule that triggered the log 

 

1.7.2 
Firewall must provide at a minimum basic statistic about 
the health of the firewall and the amount of traffic 
traversing the firewall. 

 

1.7.3 
Firewall should have support to log (in detail) all 
connections which are blocked or pass through the 
firewall. 

 

1.7.4 
Firewall should have support to generate performance 
statistics on real-time basis. 

 

1.7.5 
Solution should store logs of minimum 6 months for 
generating Reports 

 

1.7.6 
Should Support 100+ drilled down reports on the 
appliance 

 

1.8 OEM Criteria  

1.8.1 Proposed solution should have Common Criteria EAL4+  

1.8.2 
Proposed solution should have Manufacturer 
Authorization (MAF) 
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1.8.3 
Proposed solution should have  MTCTE certification from 
TEC 

 

1.8.4 OEM Support (TAC) Presence in India  

1.8.5 Proposed solution should be Make In India  

1.8.6 OEM should have ISO 27001 Certification  

1.8.7 
Solution should be listed in Latest Gartner Magic 
Quadrant for Network Firewalls 

 

1.9 Licenses & Warranty  

1.8.8 

Three Year Subscription licenses for Firewall, Advanced 
Threat Protection, Intrusion Prevention System (IPS), 
Sandboxing, DNS Security,Anti-malware, Web and App 
visibility control , 24x7 OEM support, security and 
software updates. 

 

 

3. Enterprise NGFW with 3 Years subscription – Technical Specifications 

 

Sl. No. General Specifications  Compliance Quantity 
(in Nos) 

  Enterprise Next-Generation Firewall (NGFW)   CHO: 2  

1.1 Hardware & Performance Requirement   

1.1.1 
Device should be hardware platform & based on 
Multi-Core Architecture with Optimization for excellent 
throughput for all your key processes 

  

1.1.2 
The Proposed solution should have option for 
visibility into encrypted traffic flows, support for TLS 
1.3 without downgrading the performance. 

  

1.1.3 

The device should be having security functions like 
Firewall, VPN (IPsec Site to Site &SSL Client VPN), 
Gateway level antivirus, Category-based web and 
application filtering, Intrusion prevention system, 
Traffic shaping, DoS/DDoS. 

  

1.1.4 
Solution should offer with Centralized firewall 
management solution with option to manage 
minimum 20 firewalls from day one. 

  

1.1.5 
On-Site demonstration by Vendor/OEM should be 
done on request for evaluation of offers technically. 

 

1.1.6 

Solution should support multi factor authentication on 
appliance or by using external authentication server 
for minimum 300 VPN users and same MFA should 
also be applicable for user portal, and Web admin 
from day one. 

 

1.1.7 

Solution should support Multiple WAN link balancing 
multiple Internet connections, auto-link health check, 
automatic failover, automatic and weighted balancing, 
and granular multipath rules, should support more 
than two ISP 

 

1.1.8 
The appliance should support 8xGbE copper ports 
,2*SFP/SFP+  ,2*SFP slot from Day1 and should be 
able to expand to 16 copper ports 

 

1.1.9 Firewall should have a  maximum Latency of 6 μs  

1.1.10 
Firewall must support at least 13 million concurrent 
connections 
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1.1.11 
Firewall must support at least 250,000 new sessions 
per second of processing. 

 

1.1.12 
Firewall should support min 240 GB SATA-SSD build 
in HW  

 

1.1.13 
Firewall should support integrated IPS throughputs of 
minimum 12 Gbps. 

 

1.1.14 
Device should have a minimum Firewall throughput 
of 55 Gbps. 

 

1.1.15 
Firewall should have a minimum Threat Protection 
throughput 2.9 Gbps. 

 

1.1.16 
Firewall should have a minimum  VPN  throughput of  
30 Gbps 

 

1.1.17 
Firewall should support a minimum of 2000 SSL VPN 
Users 

 

1.2 General Features:   

1.2.1 
Firewall should support CLI and GUI based access to 
the firewall modules. 

  

1.2.2 

Should support Local authentication and integration 
with third party authentication solutions like, Active 
Directory, LDAP Server, RADIUS, TACACS+, 
eDirectory and Kerberos 

  

1.2.3 
Centralized, daily updates, automatic and manual 
updates or offline update. 

  

1.2.4 

Firewall should have Advance Threat Protection  
(detect and block network traffic attempting to contact 
command and control servers using multi-layered 
DNS, AFC, and firewall) 

  

1.2.5 
Solution should support Zero-touch deployment and 
configuration 

  

1.2.6 
Soultion should be XDR Ready and  support 
Seamless integration with OEM XDR in future 

  

1.2.7 Soultion should support API for third-party integration.   

1.2.8 
Solution Should be in HA with two Hardware in 
Active-Passive/Active-Active Mode from Day one 

  

1.2.9 
All the subscription and warranty should cover both 
Devices in HA 

 

1.3 Web Filtering  

1.3.1 
Firewall should support minimum of at least 90+ 
predefined categories. 

  

1.3.2 
Should have flexibility to create network, user, Web 
and app-based traffic shaping (QoS) policy. 

  

1.3.3 Exceptions based on network objects defined.   

1.3.4 Notification of custom messages or URL redirection.   

1.4 Intrusion Prevention System   

1.4.1 IPS should protect for 5,000+ Signatures database.   

1.4.2 
Firewall should block attacks such as DoS- SYN, 
IP/ICMP/TCP/UDP related attacks. 

  

1.4.3 
Solution should have IPS deep packet inspection 
engine  

  

1.4.4 IPS  should have option to create custom signature   

1.4.5 
Firewall should block attacks such as DNS cache 
poisoning, FTP bounce, improper commands. 

  

1.5 Application Control   
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1.5.1 
Firewall should have feature to identify, allow, block 
or limit usage of applications beyond ports and 
protocols. 

  

1.5.2 
Firewall should provide protection against potentially 
unwanted Applications 

  

1.5.3 
Application signature database of minimum 3500+ 
Applications for Application Control 

  

1.5.4 
Solution should have Capability to detect usage of 
cloud applications and provide Historical reporting 
also. 

  

1.5.5 
Solution should have option to classify and 
categorize newly detected Cloud application for 
better control 

  

1.6 SD WAN   

1.6.1 

Should have inbuild SD WAN technology with 
application path selection and routing, which is used 
to ensure quality and minimize latency for mission-
critical applications 

  

1.6.2 
The Solution should support performance-based 
SLAs to automatically select the best WAN link based 
on jitter, latency, or packet-loss 

  

1.6.3 
Should support multiple WAN link options including 
VDSL, DSL, cable, LTE/cellular, and MPLS  

  

1.6.4 
Should provide real-time insights into latency, jitter 
and packet loss for all WAN links 

 

1.6.5 
Should maintain application sessions when link 
performance falls below thresholds and should make 
a transition to a better performing WAN link 

 

1.6.6 
SDWAN Should support Application routing over 
preferred links via firewall rules or policy-based 
routing 

 

1.7 Logging & Reporting  

1.7.1 
Solution must contain information about the firewall 
policy rule that triggered the log 

 

1.7.2 
Firewall must provide at a minimum basic statistic 
about the health of the firewall and the amount of 
traffic traversing the firewall. 

 

1.7.3 
Firewall should have support to log (in detail) all 
connections which are blocked or pass through the 
firewall. 

 

1.7.4 
Firewall should have support to generate 
performance statistics on real-time basis. 

 

1.7.5 
Solution should store logs of minimum 6 months for 
generating Reports 

 

1.7.6 
Should Support 100+ drilled down reports on the 
appliance 

 

1.9 Licenses & Warranty  

1.9.1 

Three Year Subscription licenses for Firewall, 
Advanced Threat Protection, Intrusion Prevention 
System (IPS), Sandboxing, DNS Security,Anti-
malware, Web and App visibility control , 24x7 OEM 
support, security and software updates. 
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Sl No  Other features Compliance 

1.1.1 
Should have built in zero trust network access funtionality in 
additon to VPN. Should support DNS security.   

1.1.2 
Built in Capability for Multi Factor Authentication for Users without 
any additional cost   

1.1.3 

Solution should have option to add Web Application Firewall if 
Required without change of Hardware. WAF should support URL 
hardening engine with deep-linking and directory traversal 
prevention, Form hardening engine, SQL injection protection, 
Cross-site scripting protection, HTTPS  (TLS/SSL)  encryption 
offloading, Cookie signing with digital signatures, Path-based 
routing, Outlook anywhere protocol support, Match requests from 
source networks or specified target  URLs and  Scan size limit 
option.   

1.1.4 

Must have SD-WAN capability and have feature to create SLA 
profile with Jitter,Latency,Packet Loss. And same should be 
demonstrated  by OEM/Vender in post bid POC if requested.    

1.1.5 

SDWAN feature must have source,destination,service,application 
and users base policy creation  capability. Also shuld be able to 
load balance or load share traffic across multiple gateways on the 
basis of SLA paramaters. And same should be demonstrated  by 
OEM/Vender in post bid POC if requested.    

1.1.6 

Solution should be XDR Ready from same OEM,  support Threat 
Response capability integrating with same OEM 
XDR  if required to automatically isolate active adversaries and 
threats on the network and prevent lateral movement or 
communication.   

1.1.7 
Central management allows objects, settings, and policies to be 
modified  and automatically synchronized to firewalls. 

  

1.1.8 
Central management should provide feasability to use SD-WAN to 
provision VPN tunnels between multiple devices , if required in 
future.   

1.1.9 
Central Management , if cloud based then should have hosting 
within Indian jurisdiction.   

1.1.10 
Central management can schedule configuration backup and keep 
minimum two most recent backup.   

1.1.11 
Central Management can give  audit trail and full historical task of 
changes on a group or a policies.   

1.1.12 The Management solution should be from same OEM 
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Sl No Certifications Compliance 

1.2 
Equipment/OEM should have following certifications,  
proof should be included as part of technical bid: 

  

1.2.1 ICSA Lab Firewall Certification for OEM   

1.2.2 OEM should be SOC2 Complied   

1.2.3 ISO 27001:2022 Certification for OEM   

1.2.4 
Firewall product/products family of OEM should have MTCTE 
certification from TEC   

1.2.5 IPv6 Ready Logo Program Approved List   

1.2.6 OEM Support (TAC) Presence in India   

1.2.7 Make In India Certificate (if applicable)   

1.2.8 Escalation Matrix for Service Support   

1.2.9 Software OS family should be Common criteria EAL4+ Certificate    
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Part – V 
 

Forms & Annexures 
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Annexure 1 

Details of existing NGFW appliances 
 

Sl.

No 
Make & Model  Serial No. HLL Location Code 

1 Sophos XG 135  C1B1089XMHJMQD7 

CHO 2 Sophos XG 450  C43101BC8WRG847 

3 Sophos XG 450  C43101BX97RRJFE 

4 Sophos XG 310  C321013WBD2HC93 PFT 

5 Sophos XG 310  C321013X9K6BBAD AFT 

6 Sophos XG 310  C320ABH6T8VQMD0 KFB 

7 Sophos XG 310  C321016WH7XKT5C KFC 

8 Sophos XG 135 C1B1089XM8FXD44 IFC 

9 Sophos XG 310  C3210146MXJBH46 CMO 

 
• Address of locations are given as Annexure-2 
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Annexure – 2 
Address of Locations 

Sl.No Location Code Address with Phone No. & GST 

1 
 

CHO 
 

HLL Lifecare Limited 
Corporate and Registered Office, 
HLL Bhavan, Poojappura, 
Thiruvananthapuram - 695 012, Kerala 
Ph : 0471 – 2354949 
GST No.: 32AAACH5598K3Z8 

2 
 

PFT 
 

HLL Lifecare Limited 
Peroorkada Factory. Peroorkada, 
Thiruvananthapuram - 695 005, Kerala 
Ph: 0471 – 2437270 
GST No.: 32AAACH5598K2Z9 

3 
 

AFT 
 

HLL Lifecare Limited  
Akkulam Factory, Sreekaryam P.O. 
Thiruvananthapuram - 695 017, Kerala 
Ph: 0471- 2441384. 
GST No.: 32AAACH5598K6Z5 
 

4 
 

KFB 
 

HLL Lifecare Limited  
Kanagala Factory, Belgaum - 591 225 
Karnataka. 
Ph : 08333 – 279207 
GST No.: 29AAACH5598K1ZX 

5 
 

KFC 
 

HLL Lifecare Limited  
Plot No. 16/A/1 
Cochin Special Economic Zone (CSEZ) 
Kakkanadu, Kochi – 682 037, Kerala 
Ph : 0484-2423332 
GST No.: 32AAACH5598K5Z6 

6 IFC 

HLL Lifecare Limited 
Plot No.1 & 2, Rubber Park, Irapuram, 
Valayanchirangara P.O., Ernakulam – 683 556 
Kerala 
GST No.: 32AAACH5598 
 

7 CMO 

HLL Lifecare Limited, 
26/4, Velachery Tambaram Main Road, 
Behind Dr.Kamatchi Memorial Hospital, 
Pallikaranai, Chennai-600100 
GSTIN: 33AAACH5598K1Z8 
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Forms 
Form A1  

FORM A1: Pre-qualification criteria compliance checklist 
 
Sl 
No 

Criteria 
Supporting Documents 

Required 

Compliance  
(Yes/No) 

1 

The bidder should be a company 

registered in India under the 

Companies Act, 1956 with 

operations in Kerala for the last 

three (3) years as on releasing 

date of RFP (Joint venture / 

consortium Bids will not be 

accepted).  

Certificate of Incorporation 

and Certificate of 

Commencement of Business, 

issued by the Registrar of 

Companies, India shall be 

submitted as part of the 

proposal.  

 

2 The bidder should have own office 
in Thiruvananthapuram for the last 
three (3) years as on releasing 
date of RFP. 

Documentary Evidence with 
Contact Details. 

 

3 Bidder should be an Original 
Equipment Manufacturer (OEM) or 
Authorized partner of the 
proposed products for the last 3 
years. Manufacturer’s 
Authorization Form (MAF), specific 
to this Tender from Original 
Equipment Manufacturer should 
be submitted along with the 
proposal  

MAF need to be enclosed as 

per Form A8 

 

 

4 

The bidder and its OEM should 
not have been 
blacklisted/banned/under tender 
holidays by any State/Central 
Government organizations /Firms / 
Institutions/ Central PSU / PSE in 
last three years as on releasing 
date of RFP.  

Self-declaration need to be 

enclosed as per Form-A5  

 

 

5 

The bidder should have a valid 
ISO 9001 or ISO 27001 
certification, as on releasing date 
of RFP.  

Documentary proof of 

certification.  
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6 

Bidder should have experience for 
the supply, installation of Next 
Generation Firewalls in 
Government/Government agency/ 
PSUs/Banks or Private companies 
in India In the last 5 years as on 
releasing date of RFP 

Details of experience need to 
be enclosed as per Form A3 
& A4. Copy of Purchase 
orders /  documentary proof 
of work completion to be 
attached. Only completed 
projects will be considered for 
all projects. 

 

7 

The bidder should have 
successfully completed at least 
one similar project with Value not 
less than 25 lakhs during the last 5 
years as on releasing date of RFP. 

Details of experience need to 
be enclosed as per Form A3 
& A4. Copy of Purchase 
orders / documentary proof of 
work completion to be 
attached. Only completed 
projects will be considered for 
all projects.  

 

8 
 

The bidder should have an 

average turnover of Rs. 10.00 

Crore from IT services during the 

last three financial years as on 

31st March 2024.  

 

Audited Balance Sheets and 
Profit & Loss account for the 
last three financial years 
(Supported with Form A6 ).  

 

9 

The Bidder should have minimum 
3 OEM Certified engineers in 
payroll having 3 years experience. 
CVs of the Certified Engineers to 
be submitted along with the bid   

Attach documentary proof of 

list of personnel to be 

deputed for HLL along with 

their qualification and 

experience (Attach CV). 

(Refer Form A7).  

 

 

10 

The OEM shall have presence in 
India for the last 10 years. 
Necessary documents to validate 
the requirement shall be furnished. 

Documentary evidence  
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Form A2  
FORM A2: Details of the Bidder (on Letterhead) 
 
Sl 

No. 
Particulars Details 

1 Name of the Bidder   

2 Address of the Registered office   

3 

Contact Person for Bid related intimation  
Name :  
Designation :  
Email :  
Mobile No:  

 

4 

Turnover from IT services for last three 
financial years  

2021-22  

2022-23  

2023-24  

5 PAN (Copy to be attached)   

6 GSTIN (Copy to be attached)   

7 
OEM Authorization Certificate  
(Attach documentary proof)  

 

8 
ISO 9001/27001 Certification  
(Attach documentary proof)  

 

 

We hereby declare that all the information and statements made in this proposal are true 
and accept that any misrepresentation contained in it may lead to our disqualification. 
 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A3  
FORM A3: Expertise & Experience 
 
Sl 
No 

Description 
Details 

 

1 

Total number of NGFW devices 
installation/configuration projects 

successfully completed by the firm within 
India during the last 5 year’s period as on 
releasing date of RFP.   

 

2 

Total number of OEM Certified Engineers 
available to support the 
installations/implementations as on 
releasing date of RFP.  

 

* Attach separate work sheet wherever required. 
 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A4  
FORM A4: Details of all the Projects as Mentioned in Form A3 
 
Sl.  
No.  

Name of the  
Organization (including 
address) 

Type of  
Organization  
(Mention 
Govt/PSU/PSE/ 
others  

PO No  
& Date  

Amount 
in INR  
 

Person, Telephone 
no & Email id of the 
customer  
 

  
 

    

  
 

    

  
 

    

  
 

    

  
 

    

 

(May attach separate sheet if required)  
*Copy of Purchase order /Contract and WCC/documentary proof of completion to be 
attached 
 
 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A5  

FORM A5: Letter of Confirmation / Declaration 
 
LETTER OF CONFIRMATION / DECLARATION 
 
To,  
The Associate Vice President (IT) 
Corporate and Registered Office 
HLL Lifecare Limited  
Poojappura P.O., Kerala, India - 695012 
 
RFP Ref. No.:-  
 
Dear Sir/Madam,  
We confirm that we will abide by the conditions mentioned in the Tender Document (RFP 
and annexure) in full and without any deviation.  
 
We shall observe confidentiality of all the information passed on to us in course of the 
installation and configuration process and shall not use the information for any other 
purpose than the current tender.  
 
We confirm that we have not been black listed/banned in last three years, from the date 
of floating of the RFP or at the time of submission of Tender, by any State/Central 
Government organizations /Firms / Institutions/ Central PSU / PSE. 
 
 
 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A6  
FORM A6: Financial Capability 

 

Sr. No.  Financial Year  Annual Revenue /  
Turnover from IT 
services  

Net worth as at the 
end of the  
financial year  

1 2021-22    

2 2022-23    

3 2023-24   

*Attach separate work sheet if required. 
 
 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A7  

FORM A7: Details of Manpower to be deputed 

 

Professional Manpower details for the Implementation in the firm to be deputed as per the 

scope of work. 

 

Sl 
No 

 

Name 
 

Role 
 

Qualification 
 

Certification 
 

No: of 
Years of 

Experience  
(min 3 yrs ) 

 
 

     

 
 

     

 
 

     

 
 

     

 
 

     

 

*Attach separate work sheet if required and CV of the HLL project Team members 

(Specify page numbers of the supporting documents). 

 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A8  

FORM A8: OEM / Manufacturer’s Authorization Form 

 

OEM / Manufacturer’s Authorization Form 

(The Bidder shall require the Manufacturer to fill in this Form in accordance with the instructions 

indicated. This letter of authorization should be on the letterhead of the Manufacturer and should be 

signed by a person with the proper authority to sign documents that are binding on the Manufacturer. 

The Bidder shall include it in its bid) 

Date: 

To: 

Dear Sir, 

                 Sub :  

WHEREAS 

We_________________________, are official manufacturers of  __________________. 

 

(a) We_______________ do hereby authorize M/S_______________ to submit a bid 
the purpose of which is to provide the Goods mentioned in the bid document, 
manufactured by us and to subsequently negotiate and sign the Contract. 

(b) We_______________ do hereby certify that M/S_______________ has been in 
channel partnership with us for the last five years dealing with the items mentioned in 
the bid document, manufactured by us . 

(c) We hereby extend our full guarantee and warranty, with respect to the Goods offered 
by the above firm. 

(d) We assure that, in the event of M/s ……………… (name of the Bidder’s Company) 
not being able to fulfil its obligation as our Service Provider in respect of the Warranty 
/ AMC support terms related to our products, we would continue to meet these terms 
through alternate arrangements. 

Signed by the Manufacturer: 

Name: 

Title: 

Seal: 

Dated on ____________ day of __________________, _______ 
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Form A9  

FORM A9: Compliance Checklist 

We, M/s …………………………………………………hereby solemnly confirm and 

declare that we have gone through the entire tender document / instructions, Scope of 

Work, Prequalification criteria, General terms and conditions and all other documents 

attached to the RFP ……………………………………of M/s HLL Lifecare Ltd, in detail 

and full. Entire specifications, Scope of Work, Prequalification criteria, instructions, terms 

and conditions are noted and understood and get clarified with M/s HLL Lifecare Ltd. 

and submitting the offer herewith. We reconfirm. 

Sl No. DESCRIPTION 
COMPLIANCE 

Yes No 

1 It is confirmed that the schedule of requirements and scope of 
work as per Part -III is noted and accepted. 

  

2 It is confirmed that the Qualification criteria for bidders as per 
part –II is noted and submitted filled and duly signed along 
with the offer.  

  

3 It is confirmed that the Forms A1 to A4 required as per the 
qualification criteria and copy of documentary proofs in this 
regard submitted (filled and duly signed) along with the offer.  

  

4 Letter of confirmation/ declaration as per Form A5 submitted 
as required.  

  

5 Financial capability as per Form A6 submitted as required.   

6 Documentary proof of list of personnel to be deputed for HLL 
project along with their qualification and experience as per 
Form A7 submitted.  

  

7 OEM / Manufacturer Authorisation Form as per Form 8 
submitted.  

  

8 NEFT mandate form and cancelled cheque as per Form A10.    

9 Valid ISO 9001/ ISO 27001, certification, as on releasing date 
of RFP.  

  

10 Bid evaluation criteria as per and terms of payment are noted 
and accepted.  

  

11 Existing list of appliances under buyback as per Annexure 1 is 
noted and understood.  

  

12 It is confirmed that the EMD, performance security 
deposit/Bank guarantee details, instructions and general 
terms & conditions are read and understood.  

  

13 Self attested copy of PAN card under Income Tax Act 
submitted.  

  

14 Self attested copy of GST registration number and details 
submitted.  

  

15 VALID copy of MSME/NSIC Registration Certificate along with 
the list of items / services for which they are registered, as 
issued by NSIC for EMD exception, if applicable.  

  

16 It is confirmed that Original tender document read and   
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understood completely and submitted a copy duly signed and 
sealed on all pages.  

17 EMD payment details are submitted along with the technical 
bid document as required in the tender.  

  

18 Start-up Registration certificate as defined under notification 
of DIPP GSR 501(E) dated 23 May 2017 for availing the 
specified relaxations if applicable.  

  

19 Make in India Certificate (if applicable)    

20 Copy of un-priced bid format as per Form-A12 (price bid 
WITHOUT prices/numerals) and Make, model and datasheet 
of the the products quoted are submitted.  

  

21 Escalation Matrix for Service Support is submitted   

22 Price bids in pdf format as per Form 12 & 13 are submitted 
along with the boq file 

  

 

We, M/s ………………………………………………..solemnly reconfirm and declare that 

the above checklist points elicited are fully known to us and we hereby confirm its 

compliances in full for the entire project period including its guarantee period. It is also 

confirms that we will consider and implement the detailed specification in the RFP and 

points in this check list are considered as reaffirmation of those points in concise form. I 

the undersigned hereby truly confirm that I am authorized to sign on this document as 

per articles of association of M/s …………………………. where I am employed as per 

the details given along with my signature below. 

 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A10  
FORM A9: Format for NEFT Mandate Form 

Electronic Payment Mandate Form 

(Mandate for receiving payments through NEFT HLL Lifecare Ltd) 

 

1) Vendor/Contractor Name : 

2) Vendor/Contractor Address : 

3) Vendor Code : 

4) Permanent Account Number(PAN) :  

5) Particulars of Bank Account  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Form A11  
 

Form A11- FORMAT OF BID SECURITY DECLARATION FROM BIDDERS IN LIEU OF 

EMD 
(On Bidders Letter head) 

 

I / We, the authorized signatory of M/s ............................................................................., 

participating in the subject tender No. ................................................  for the item / job 

of..........................................................., do hereby declare: 

 

(i) That I / we have availed the benefit of waiver of EMD while submitting our offer against 

the subject Tender and no EMD being deposited for the said tender. 

 

(ii) That in the event we withdraw / modify our bid during the period of validity OR I/we fail to 

execute formal contract agreement within the given timeline OR I/we fail to submit a 

Performance Security within the given timeline OR I/we commit any breach of Tender 

Conditions / Contract which attracts penal action of forfeiture of EMD and I/we will be 

suspended from being eligible for bidding /award of all future contract(s) of HLL Lifecare 

Limited for a period of one year from the date of committing such breach. 

 

 

Date:  Authorized Representative Signature:  

Place:  Name:  

Designation:  

Company Name:  

Seal of Company  
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Form A12 

FORM A12: Format for Price Bid 

Price Bid for “Supply, Installation and Configuration of NGFW Appliances under Buyback 

Scheme”  

(Please submit in a separate Envelope. The Technical Bid must not contain any price 

information else the bidder will be liable to be disqualified.) 

Sl. 
No 

ITEM 
 

Unit 
 

QTY 
Unit 
Rate 

(In Rs) 

Amount in 
Rs. 

(Excluding 
Taxes) 

GST 
(%) 

 

TOTAL in 
Rs. 

(Inclusive 
of Taxes) 

(P) 
 

(Q) 
 

(R)= (P) x 
(Q) 

 

(S) 
 

(T) 
 

A Small Office NGFW Nos 1     

B Mid-range NGFW Nos 8     

C Enterprise NGFW Nos 2     

D SUB TOTAL in Rs (A+B+C)  

E Total Buyback Price in Rs. (Refer Form A13)  

Grand Total in Rs (D-E) 
(Gross cost of all activities as per the scope defined in the RFP inclusive of 

all fees & expenses) 

 

 

(TOTAL AMOUNT IN WORDS: - INR 
............................................................................................................................. ................ 
............................................................................................................................. ...............)  
 
Authorized Signatory with Seal  
Date:  
Place:  
 
Notes:-  
1. The prices should be quoted in INR only  

2. GST should be mentioned in the separate column as provided in the format  

3. Providing Price bid other than this format may lead to rejection of the bid.  

4. The bidder who has submitted the lowest total cost among the qualified bidders shall 

be eligible for award of contract and full order will be placed on the single firm.  
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Form A13 

FORM A13: Format for Price Bid – buyback price for existing NGFW appliances 

 

Sl.

No 
Make & Model  

HLL 

Location 

Code 

Buyback Price (in Rs.) 

Rate Tax Amount 

1 Sophos XG 135  

CHO 

   

2 Sophos XG 450     

3 Sophos XG 450     

4 Sophos XG 310  PFT    

5 Sophos XG 310  AFT    

6 Sophos XG 310  KFB 
   

7 Sophos XG 310  KFC 
   

8 Sophos  XG 135 IFC 
   

9 Sophos XG 310  CMO 
   

Total Buyback Price for all devices 

(in Rs.) 

   

 
 
 
 
 
 
 
 
 


